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Table 2: Our code book with main categories (bold) – 1/2.
Code Description Example Quote Section Count
Awareness in Organi-
zation
Influence on Content
and Activity

What does influence the content of the
awareness products or the decision on
what products are used (e. g., attacks,
pressure from the news, the employees,
the management)

So we went through a bit of an exer-
cise previously where we kind of went
through all of our training. And we said,
have we had any incidents involving any
of these topics? And if we haven’t, then
we scrapped it. (P15)

4.2.3 54

Vendor Which vendors are involved in the
awareness activities in the participants’
organization and how?

But it’s still product-led. It’s still in the
sense that when you get a team in, head
of awareness or similar type of, they will
typically look to go, what product can I
get to help me with? That’s a problem.
(P13)

4.4.1 66

Success/Goal What makes a successful security aware-
ness for the participant/ for the organi-
zation. And more general: What is the
goal of awareness for the organization?

The assets of training and what have you
are a thing that is needed, because that’s
what people say that you need to train
people, to give them knowledge. But
realistically I don’t know really how well
that works and it’s really hard to gauge
how well it actually works in practice.
(P19)

4.3.1,
4.3.2

54

Activities Enumeration of awareness activities
(e. g., phishing simulation, gamification,
town halls, online training, etc.)

the e-training to practice to put, I have
completely renewed last year, central
and that goes only nineteen minutes and
there are all the topics in it (P5)

4.2.1 158

Metrics/Measurements How is the success of awareness (not)
measured?

So making an evaluation of how many
Prada bags I could afford from your click
errors. I’m sure that would have an im-
pressive impact. But I think I might have
a problem with compliance. (P7)

4.3.2 91

Regulation/Norms/External
Forces

How do regulations (ISO27001, etc.) in-
fluence the security awareness in the or-
ganization?

That’s the easy way to do it, via the on-
line tool. To say the auditors are asking
for it that way. So even if we say we do
all face-to-face, it will be difficult to get
it through. It’s just much easier to check
online. (P1)

4.4.2 91

Bad Practices Persist What or who keeps bad awareness prac-
tices persisting and why?

So his and that is very common, partic-
ularly in this country is, that people get
their understanding from what vendors
say. And it’s almost like the cool kids
in the classroom, you know, a viral on
social media. If there are enough peo-
ple saying it, it’s like the emperors’ new
clothes. (P11)

4.4.1,
4.3.2

144

Employees - - - -
Perception of Employ-
ees

How do the participants describe em-
ployees, their attitude, their security be-
havior, how do they perceive them?

And then you get questions like, "What
is multifactor authentication?" And then
you just think to yourself, "Oh great,
they didn’t get anything." (P2)

4.6 31



Table 3: Our code book with main categories (bold) – 2/2.
Code Description Example Quote Section Count
Communication & Rela-
tionship

(How) is the participant interacting/
communicating with the employees?

that people find us more likable again,
that’s been our theme. To build up a bit
of closeness. We made a video series
where we were interviewed. So a few
teammates, me, that they so on the phys-
ical, so we had nine interviews. (P4)

4.6 69

Usable Security & Secu-
rity Friction

Are usability aspects of security consid-
ered by the participant or other stake-
holders? Are negative side effects of
security/awareness/training considered?

So our CISO sits in there as an example,
the head of IT, was still a board member
on that UX team before. It was the cor-
porate communications among others in
this UX team (P5)

4.6.1 62

Groups of Employees Which groups of employees is the aware-
ness for (e. g., developers, cooks, blue
color workers)?

Of course, an IT department has a few
more additional training courses than a
Business, for example. And Business
has different training than HR, for exam-
ple.

4.2.3 46

Effort Required Effort (for security/for training) that is
required from the employees.

"Hey, my people don’t have that kind
of time. My people might be prosecu-
tors, they don’t have time for a 1.5-hour
training, they only have time for an e-
learning." Then, of course, they can just
get the e-learning. (P7)

4.6 40

Feedback & Requests Employees give feedback on awareness
measures or request a change/new mea-
sure.

But but yeah, it’s not really something
we’ve been very good at, to be honest, is
getting that feedback. (P15)

4.3.1,
4.3.2

29

Awareness - - - -
What is (not) aware-
ness?

Definition of Awareness (less of "What
they do"?)

So for me, I would always reflect it as
phishing. (P7)

4.3 56

Topics What are the awareness measures about? Then, for example, I would plan such a
campaign on Identity-Theft. (P2)

4.2.2 61

Good Product What makes a good awareness product? I need customizable so my preliminary
requirement. (P12)

4.3.2,
4.4.1

32

Role - - - -
Collaboration & Al-
liances

With whom do they work together in
their everyday working routine?

We are also very much in touch with
fraud management because it is simply a
big issue in the bank. Exactly, so fraud,
customer fraud. (P1)

4.5 79

Decisions & Power What kinds of decisions do and can the
participants make in their job

But it can always be that one boss, so the
CISO, then comes and says, hey like we
might have to do that thematically nec-
essary now because it’s in other boards
still within where we have to do that?
(P4)

4.5 42

Tasks & Responsibili-
ties

What are the concrete tasks of the partic-
ipants?

these are the videos, these are presenta-
tions that I prepare and PowerPoint pre-
sentations. (P8)

4.5 129
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