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Attack Stage A

Adversaries prepare the attack
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Attack Stage B

Initial engagement with targeted system
and access to IT system of the organization

Attack Stage C

Main attack phases aim to discover and
control IT-OT systems, and preparation of
cyber attack on power system

Attack Stage D
Engage with physical system
and impede system recovery

Attack Stage E

Cause power system cascading
failures and blackout

Attack Stage F

Social impact and restoration

outside the targeted environment/

1. External Reconnaissance: gathering information about the target using Open Source
Intelligence (OSINT), social engineering, target profiling, etc.
2. Weaponization: preparing the attack vectors, e.g., malware and malicious files

. Delivery: sending and installing weaponized malware in the targeted IT system

. Exploit: executing code and exploiting IT system vulnerabilities

. Privilege Escalation: gaining unauthorized access through elevated right of the IT system
. Credential Access: stealing user credentials, e.g., keylogging, credential dumping

. Defense Evasion: avoiding detection, e.g., disabling security control, masquerading
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8. Establish Foothold: ensure persistent access to IT-OT system though backdoors

9. Internal Reconnaissance: gathering information from IT-OT system and performing network
discovery, e.g., active scanning and host fingerprinting

10. Lateral Movement: exploring IT-OT networks and pivoting through multiple systems, devices
and account, e.g., session hijacking, internal spear phishing, ingress tool transfer

11. Collection: gathering information and domain knowledge on IT-OT environments and physical
power system, e.g., process monitoring, screen capturing, protocol sniffing.

12. Exfiltration: extracting, stealing, and transferring sensitive data from IT-OT systems

13. Inhibit Response Function and Impair Process Control: disrupting safety instrumental system
and preventing operator intervention, e.g., modifying firmware, suppressing alarms, denial of service
14. Unauthorized Control Commands on OT System: sending unauthorized control commands and
set points to disconnect or damage equipment

15. Cyber Attacks Impact Power System Operation: disconnecting power lines, power plants and
loads, changing control set points for generators and transformers, damaging power equipment and
insulation

a) Attacks on Single Location: substation, control centre or power plant
b) Attacks on Multiple Locations: coordinated distributed attacks

16. Induced Power System Events: cyber attack leads to overloaded power lines, under voltages,

under frequency, power oscillations and power system instability

17. Operator and Automated Remedial Action: Under Voltage Load Shedding (UVLS), Under
Frequency Load Shedding (UFLS), coordinated damping controls
18. Slow Cascading Failures: additional failing power equipment or misoperation, cascading outage
of overloaded lines, wide-area power system instability, system splits up due to stability problems
19. Point of No Return: unmanageable cascading events and their rapid succession
20. Fast Cascade and System-Wide Collapse :

a) Power System Split into Multiple Uncontrollable Islands

b) Significant Imbalance between Generation and Load Leads to Generator Disconnection

and Frequency Collapse
c) Significant Imbalance between Reactive Power Resources and Load Leads to Voltage Collapse

21. Blackout: rapid succession of load and generation tripping leads to blackout

22. Social Impacts: financial loss, damages, chaos, or even a loss of lives
23. OT Recovery and Power System Restoration: prolonged power grid restoration (days-weeks)
because of damaged OT system / SCADA
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Power System Normal Operation
Power system in stable state and
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operating within design parameters
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14) Unauthorized Control
Command on OT System
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15) Cyber Attack Impacts
Power System Operation:
Opening circuit breaker(s)
Change generator(s) set point
Change transformer(s) tap setting

v

13. Inhibit Response Function
and Impair Process Control

15.a) Attack on Single Location:
Targeting substation, control
centre, power plant, etc.

15.b) Attack on Multiple
Location : Coordinated and
distributed attack on multiple
power system locations
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16) Induced Power System Events
Overloaded line capacity
Increasing cable temperature
System disruption

Normal

17) Operator

Automated Remedial
Action
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o System Operator

g Power System Operator IT/OT Recovery

;”>’ Cannot Perform Response Recover IT/OT system

T Switch to manual control
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IT/OT system failure or disturbances

Failed Remedial Action

18) Slow Cascading Failures

23. OT Recovery and

Power System Restoration
prolonged power grid restoration

(days-weeks)

Restorative
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19) Point of No Return
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20) Fast Cascade and System-Wide Collapse
a) Power System Split into Multiple Uncontrollable Islands

b) Significant Imbalance between Generation and Load Leads to Generator Disconnection and Frequency Collapse
c) Significant Imbalance between Reactive Power Resources and Load Leads to Voltage Collapse

—— P Attacks, failures, and impacts

— P Recovery

v

21) Blackout

v

22) Social Impacts: financial loss, damages,

chaos, or even loss of lives
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